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● User agents / Webmail:
● Composing, editing, and reading mail messages.

● Mail servers:
● Send and receive email on user’s behalf.

● Protocols:
● SMTP: Simple mail transfer protocol.
● POP3: Post Office Protocol.
● IMAP4: Internet Message Access Protocol.

Email System Components

2



CSE 469: Computer and Network Forensics

● SMTP: Simple mail transfer protocol, Port 25
● POP3: Post Office Protocol, Port 110 
● IMAP4: Internet Message Access Protocol, Port 143

Application Layer Protocols
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● Standalone application:
● Use POP3 or IMAP4 to receive/download emails from a 

mail server.
● Use SMTP to transmit outgoing emails to a mail server.
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User Agents / Email Client
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Configuring Email Clients (1)
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Configuring Email Clients (2)
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Email Client and Server Roles
● Email used in two environments:

● Open (Internet).
● Controlled (LAN, WAN).

● Both use client-server architecture:
● Central server distributes email...
● To many distributed clients.
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Email Client and Server Roles
● Client’s email software:

● May be installed separately from OS:
● Have their own directories and data files.

● May use existing elements:
● Browsers.

● Servers typically run specialized software.
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Email Client and Server Roles
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User Agents / Email Client



CSE 469: Computer and Network Forensics

Visit using browser
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Webmail
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Webmail
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Format of Email
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Transmission of Email (SMTP)
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Corporate vs Public Email
● Tracing corporate emails is easier:

● Standard names.
● Assigned by local administrator.

● Contrast with public email:
● Non-standard names.
● Usually not informative.
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Identifying Email Crimes/Violations
● “Crime” may depend on jurisdiction:

● Spam:
● Illegal in Washington state
● Elsewhere?

● Email crime is becoming commonplace:
● Narcotics trafficking
● Sexual harassment
● Child pornography
● Fraud
● Terrorism



CSE 469: Computer and Network Forensics 17

Examining Email Messages
● Access the victim’s computer and retrieve 

evidence.

● Use the victim’s email client:
● Find and copy evidence in the email.
● Access protected or encrypted material.
● Carve emails:

● Including header.
● Why?



CSE 469: Computer and Network Forensics 18

Examining Email Messages
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Viewing Email Headers
● Learn how to find email headers:

● GUI clients.
● Command-line clients.
● Web-based clients.

● Headers contain useful information.
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Viewing Email Headers
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Viewing Email Headers
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Email Headers
● From: Who the message is from. This is the easiest to forge, 

and thus the least reliable.
● Reply-To: The address to which replies should be sent. 

Often absent from the message, and very easily forgeable.
● Return-Path: The email address for return mail. Same as 

Reply-To:
● Message-ID: A unique string assigned by the mail system 

when the message is first created. The format of a 
Message-ID: field is <uniquestring>@<sitename>

● Received: They form a list of all sites (MTA) through which 
the message traveled in order to reach you.
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Examining Email Headers
● Gather supporting evidence and track suspect:

● Return path.
● Recipient’s email address.
● Type of sending email service.
● IP address of sending server.
● Name of the email server.
● Unique message number.
● Date and time email was sent.
● Attachment files information.
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Email Header
● Received: from string (hostname [host IP address])

by recipient host
with protocol id message ID
for recipient;
timestamp

24

● Received: from cidse.asu.edu (cidse.asu.edu [201.12.16.3])
by gateway.asu.edu (8.11.6/8.11.6) 
with ESMTP id j21IBV720506
for <ABC@asu.edu>;
Mon, 20 Feb 2019 10:11:31 -0700
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Examining Additional Email Files
● Email messages are saved on the client side or 

left at the server:
● Microsoft Outlook .pst and .ost files
● .pst – Sent, received, deleted, draft
● .ost – Offline files

● Personal address book also has valuable 
information.
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Tracing an Email Message
● Preliminary Steps:

● Examine each field in the email header, especially the recorded IP address of 
sender.

● Content analysis on suspicious email(s):
● Determine if crime/violation of policy has been committed.

● Investigate attachments.
● Verification and validation

● Email route - may include clues about sender’s origin, location, methods.
● Analyze domain name’s point of contact.
● Aggregate suspect’s contact information.
● Acquire attributes against network logs.
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Using Network Email Logs
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Understanding Email Servers
● Log information:

● Email content.
● Sending IP address.
● Receiving and reading date and time.
● System-specific information.

● Servers can recover deleted emails:
● Similar to deletion of files on a hard drive.
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Examining UNIX Email Server Logs
● /etc/sendmail.cf

● Configuration information for Sendmail
● /etc/syslog.conf

● Specifies how and which events Sendmail logs
● /var/log/maillog

● SMTP and POP3 communications
● IP address and time stamp
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Using Specialized Email Forensics Tools
● FINALeMAIL

● Scans email database files
● Recovers deleted emails
● Search computer for lost or delete emails

● FTK
● All-purpose program
● Filters and finds files specific to email clients and servers

● InBoxer
● Systematic analysis of emails



CSE 469: Computer and Network Forensics 31

Using Specialized Email Forensics Tools



CSE 469: Computer and Network Forensics 32



CSE 469: Computer and Network Forensics 33

Carving Email Messages
● Very few vendors have products for analyzing 

email in systems other than Microsoft
● mbox format

● Stores emails in flat plaintext files
● Multipurpose Internet Mail Extensions (MIME) 

format
● Used by vendor-unique email file systems, such as 

Microsoft .pst or .ost
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What other information can be extracted from emails?

34

● Buddygraph
● Social network analysis based on emails

● Enron investigation
● Email visualization in Enron investigations:

http://www.buddygraph.com/
http://www-2.cs.cmu.edu/~enron/
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All one way emails to Tim Belden
37
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Slides from Previous Years
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1. Return Path:  <forensics@yahoo.com>
2. Delivered To: badguy@jailhouse.com
3. Received (qmail 12780 invoked by uid 0); 08 Dec 2015 08:23:37 -0000
4. Received from unknown (HELO smtp.jailhouse.com) (192.152.64.20) by 

mail.jailhouse.com with SMTP; 08 Dec 2015 08:23:37 -0000
5. Received from Web4009.mail.yahoo.com (Web4009.mail.yahoo.com [192.218.78.27]) 

by smtp.jailhouse.com (16.12.6/16/12/6) with SMTP id gBC8[]_AJ005229 for 
badguy@jailhouse.com; Wed 08 Dec 2015  00:18:21 -0800

6. Message-ID: 20121212082330.40429.qmail@web4009.mail.yahoo.com
7. Received from [10.187.241.199] by Web4009.mail.yahoo.com via HTTP; Web 08 Dec 

2015 00:23:30 PST

Date: Wed, 08 Dec 2015 00:23:30 -0800 (PST) |

MIME-Version: 1.0

Return Path – easily spoofed
Recipient’s email address

Identifies:
- Email service that sender used (qmail)
- ID number (12780)

Name and IP address of sending email server

Email servers through which this 
message passedUnique message number

IP address of sending server and 
date/time sent
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Examining Email Headers
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Attachments may be identified as well
40

Examining Email Headers

mailto:forensics@yahoo.com
mailto:badguy@jailhouse.com
mailto:badguy@jailhouse.com
mailto:20121212082330.40429.qmail@web4009.mail.yahoo.com
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Network Protocols Related to Email
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● SMTP: Simple Mail Transfer Protocol.
● POP: Post Office Protocol.
● IMAP: Internet Message Access Protocol.
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Using Network Logs Related to Email
● Router logs:

● Record all incoming and outgoing traffic.
● Have rules to allow or disallow traffic.

● Firewall logs:
● Filter email traffic.
● Verify whether the email passed through.

● We can use any text editor or specialized tools.
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Examining UNIX Email Server Logs
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Examining Microsoft Email Server Logs
● Microsoft Exchange Server 

(Exchange)
● Based on Microsoft Extensible 

Storage Engine
● Information Store files

● Database files *.edb
● Responsible for MAPI 

information
● Database files *.stm

● Responsible for non-MAPI 
information

● Logs
● Transaction logs

● Keep track of email 
databases

● Checkpoints
● Keep track of transaction 

logs
● Temporary files
● Email communication logs

● res#.log
● Tracking.log

● Tracks messages
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Examining Microsoft Email Server 
Logs
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Outlook Express--Example
● Need to understand the internal structure of 

Outlook Express email repositories (DBX)
● Two types of DBX files

● Folders DBX file
● A catalog of the other DBX files 

● Email DBX file
● Contains the actual email messages’ content and 

attachments
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Outlook Express--Example

Folders DBX
File

● Each Email DBX file is cataloged in the Folders DBX file so 
that Outlook Express can re-create the folder structure for 
the user
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Outlook Express--Example
● Folders DBX file format

● Header includes the file 
signature and the number & 
location of internal file 
structures

● The header of a folder node is 
0x18 bytes long

● The signature is 16-bytes long
● CF AD 12 FE C6 FD 75 6F 66 

E3 D1 11 9A 4E 00 C0
● At byte offset 0xC4, a 4-byte 

number signifies the number of 
folder nodes

Folder node

Index 
entry table

Folder 
node table

Data 
block

48



CSE 469: Computer and Network Forensics

Outlook Express--Example
● Email DBX file format

● The signature is 16-bytes long
● CF AD 12 FE C5 FD 75 6F 66 E3 D1 11 9A 4E 00 C0

● Internal structure
● A one-byte type field and a 3-byte value field
● Data Entries

● 0x0D: pointer to the name of the sender for the email message
● 0x0E: pointer to the email address of the sender for the email message
● 0x12: pointer to the time the email message was sent
● 0x13: pointer to the name of the recipient for the email message
● 0x14: pointer to the email address of the recipient for the email message
● 0x1A: pointer to the server that the email message was retrieved from
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